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Abstract

Since searching, sorting and filtering of information
nowadaysbecomesmore andmore important,the demand
for supportiveautonomous,mobileandintelligentsoftware
agents is steadily increasing. For fast and efficient im-
plementationof agents there needsto be a powerful in-
frastructure supportingcollaborationandcoordinationbe-
tweenagents.Whiledevelopingsuch a powerfuldistributed
infrastructure for personalagentsin Java,we combineall
personalagentsof oneuserwithin a socalledAgentCluster
which maybe seenas an integrative environment.Agents
caneasilyenteror leavetheclusteror run within a common
securityenvironmentseparatedfromtheoutside. Within the
cluster, they usecommonprivateservicessuch asaccessto
private data, serializationor efficient communicationser-
vices.Thedesignof such a clustercomposedof a software
bus called Agent Bus and agentsis describedin this pa-
per. For agents,we introducea flexible designof an agent
modelby identifyingdifferentinter-agentfunctionalitywith
specificAgentRoles.

1 Introduction

As humanknowledgeis doublingevery few decades,it
seemsto beobviousthatpeoplespentmoreandmoretime
with browsing,searching,sortingandfiltering of informa-
tion - especiallywithin theInternet.Onehopeis that intel-
ligent andpersonalizedsoftwareagentshelpto solve these
problemsandmake daily work moreefficient. Agentsare
proactive,personalized,adaptive andautonomoussoftware
entitiesthatwork at requestof their user, take theinitiative
and submit intelligent proposalsfor problemsolving [7].
Hence,theneedof developingagentswill further intensify

andsincewe want to avoid the reinventionof commonly
usedfunctionality, we aredevelopinga communicationin-
frastructurefor personalagentsin Java calledCIA [4].

Thesystemdesignof CIA is mainlybasedonmodularity
andflexibility . CIA providesall thenecessaryfundamental
functionality for agentprogramminglike distribution, dif-
ferentcommunicationmodels,mobility, persistence,secu-
rity issuesand robustness.Thesemostly technicalissues
canbe seenasa component-basedrepositoryof low-level
functionsusefulfor agentprogramming.Whenbuilding a
new agent,the developerdoesnot careabouttechnicalis-
suesbut simplyusestheonesfrom therepositoryaccording
to his needsandconcentrateson developingthe essential,
application-specificfunctionality.

To achievethis, theCIA systemis designedin threelay-
ers as shown in Figure 1: the agentlayer, the directory-,
broker- andtradinglayerandtheservicelayer.

All personalagentsare locatedin the agentlayer. All
personalagentsof oneuserarecombinedin anAgentClus-
ter. The directory layer provides distributed white- and
yellow-pageservices.Using theseservices,agentswithin
a cluster(layer1) or applicationservices(layer3) areable
to locateotherAgent Clustersor services.All application
servicesnot boundto a specificuserarepartof theservice
layer. A exemplaryroomreservationscenariois illustrated
in Figure1.

In this paperwe concentrateon the designof an Agent
Cluster. We proposea modularstructureanddescribeits
components.To illustrate the designan exemplarydiary
agentnegotiatingappointmentswith diary agentsof other
usersis describedwith codefragments.At the endof the
paperwe mentionrelatedwork anddiscussthedesign.



Figure 1. The CIA 3-Layer Model

2 Agent Cluster

All softwareagentsbelongingto oneuserarecombined
in anAgentClusterasshown in Figure2. For that reason,
it can be seenas privacy domainfor distributed personal
agents. Eachuserbuilds his own private cluster tailored
to hisspecificneeds.Agentscandynamicallyenteror leave
thecluster, drivenby userrequestor by oneof separatecon-
trol agentspresentin eachcluster.

Within a clusteragentscancommunicatevia a software
buswhich we call AgentBus. Becauseof that,agentscan
easilybe spreadover severalphysicalplaceswhich makes
senseespeciallyin local areanetworks (LAN) to do load
balancingor usespecialsystemresourceson specificcom-
puters.

To designageneralagentclusterasprivatepartof acom-
municationinfrastructurefor agents,we postthefollowing
requirements:

1. Autonomyof agents.Agentsshouldbelooselycoupled
via theagentbus.

2. Maximumof modularity. Eachencapsulatedfunction-
ality is realizedasseparateagent.

3. Asynchronous communication. Communication
shouldberobust,deadlocksshouldbeavoided.

4. Easyplugin of agents. Basicagentsareprovidedand
new agentscanbeeasilyintegrated.

Accordingto theserequirements,we structureanAgent
Clusterin separateparts:AgentBus,AgentPlaces,Agents
andAgentRoles.Thesecomponentsillustratedin Figure3
usingUML notationaredescribedin thefollowingsections.

Figure 2. The Agent Cluster

2.1 Agent Bus

TheCIA AgentBusis thecentral(andonly) communica-
tion mechanismin ouragentinfrastructure.Wehaveidenti-
fiedvariousrequirementsfor agentcommunicationthatour
AgentBusmustmeet:

1. LocationTransparency. Thecompositionof agentsat
one placemay vary frequently. Mobile agentsmay
comeor go andcertainagentsmaybestartedor shut-
down by their user. Thusa mediatingmiddlewareis
preferableabovedirectaddressing.

2. Topic addressing. An agentcannot know which other
agentsareinterestedin theinformationtheagentwants
to make public or which otheragentscanrespondto
its request. Thus an addressingstyle basedon topi-
cally namedcommunicationchannelsandnot on sin-
gleagentsis preferable.

3. Message filtering. Furthermorenot all agentswant
to interpreteall messages.So somekind of filtering
mechanismshouldberealizeddirectlywithin themes-
sagingsystem.

4. Persistentmessages. Mobile agentsor agentshosted
on mobile systemslike notebooksor PDAs may not
alwayshave a directconnectionto themessagingsys-
tem. Thussomekind of disconnectedoperationmode
is neededwhere importantmessagesare storedin a
persistentmannerwithin themessagingsystemandare
deliveredto theagentswhenever they reconnect.

5. Quality-of-Service. Not all messageshave the same
importanceandsuchdifferentqualitiesof serviceneed
to be implemented. Somemessagese.g. may need
highthroughputbut only few reliability whereasothers
haveto bedeliveredwith anexactly-oncesemantic.

6. TimingConstraints. Oftenaninformationhasacertain
lifetime. It is valid only aftersomeinitial dateandnot



Figure 3. Components of an Agent Cluster

longerthanits expirationdate. Suchandsimilar tim-
ing constraintsshouldbe respectedby the messaging
system.

7. Secure communication. Agentsoften deal with sen-
sitive information about their user (like credit card
numbersetc.). Secureand confidentialcommunica-
tion shouldbe implementeddirectly within the agent
communicationinfrastructure.

8. Distributedarchitecture. For reasonsof scalabilityand
resilience,the messagingsystemshouldwork with-
out any centralcomponents,like messagedispatcher
or namingserviceor at leastthesecomponentsshould
work redundantly.

9. Portability. As we want to usedifferentplatformsfor
our system,rangingfrom PDAs to PCsandworksta-
tions,themessagingsystemmustbeplatformindepen-
dentor easilyportable.

TheAgentBusis dividedinto subchannels,calledAgent
Channels,thatprovide a topic basedinformationexchange
betweenclients.Agents,channelsandthewholeAgentBus
arenamedusinga URL-likenotation.An examplemaybe:

cia:<qos>://frank.kargl@de:123/dates/diary-agent

You can specify optional QoS parameters,your name,
countryand the optionalpersonalid to identify your per-
sonalAgentCluster. /dates denotesthenameof a chan-
nel for exchangingdate information. Finally diary-
agent is the nameof a specificagentcommunicatingvia
thischannel.

The primary designprincipal was to keepusageof the
Agent Bus by agent programmersas easy as possible.
Thereforean agentsimply passesthe datait wantsto an
Agent Channel.Receptionof eventsworks via event han-
dlers. Therearefour kinds of communicationentitiesthat
anAgentChannelcanhandle:

� AsynchronousChannelEventsthat are directedto a
channelandareseenby all consumerson this chan-
nel. Eventsdiffer from ordinary communicationin
that they arenot addressedto specialrecipientsbut to
a communicationmediumwhereall participantscan
readthisevent.

� In contrastasynchronousChannelMessages are ad-
dressedto a specificagenton a channeland are de-
liveredto this agentonly.

� SynchronousmulticastChannelRequestsaresentto a
channelwhereanumberof repliersmayprocessthem.
Eachreplier may return a result. All resultsare de-
liveredto therequestorasanarrayof ChannelReplies.
Alternatively, thereceivermayspecifyto only receive
thefirst incomingrequestin orderto realizefailuretol-
eranceor bemoreefficient.

� SynchronousChannelRequestMessagesaresimilar to
ChannelRequests,but aredirectedto aspecificagent.

Any of thesemechanismsmaybeusedin parallelwithin
the samechannel.The following codeexampleillustrates
how easychannelsarecreated/joinedandeventsaresent:

// create new AgentBusFactory using ibus
AgentBusFactory myABF =

new AgentBusFactory("ibus");

// create new AgentURL
AgentURL myAURL = new AgentURL(

"cia://frank.kargl@de/dates/diary-agent");

// create new Channel
AgentChannel myAC = myABF.newChannel(myAURL);

// create new Event
ChannelEvent myCE =

new ChannelEvent("Test Message");

// send event
myAC.sendEvent(myCE);

ChannelMessagesandChannelRequests/Repliesmaybe
usedin asimilarmanner. Thereceptionof eventsworksvia
eventhandlersandmaylook like this:

public class SimpleEventReceiver
implements ChannelEventListener {

public static void main() {

// create AgentChannel (see above)
...
// register ChannelEventListener
SimpleEventReceiver mySER =

new SimpleEventReceiver();
myAC.addChannelEventListener(mySER);
...

}



public void
handleChannelEvent (ChannelEvent event) {

// parse ChannelEvent
...

}
...
}

TheAgentBusalsoprovidesfor eventpersistence.The
MessageLog Agent recordsall eventsin a channelfor a
specifiedlifetime and may retransmitthem to any agents
thatjoin this channelat a laterpoint in time. OtherQuality
of Serviceparameterslike encryption,reliability etc. may
beencodedin theqos specificationof theAgentURL.

After comparingdifferentmessagingsystems[5] wede-
cidedto useSoftwiredsiBus [10] asafirst platformfor im-
plementingthe Agent Bus. iBus is a very portable(100%
Java) conceptwith goodbuilt-in capabilities.As iBus uses
a configurablestackof differentstackmodulesto defineits
functionalityandasapplicationprogrammerscanaddcus-
tom stackmodules,we arealsoableto integrateown fea-
tureslike securitymechanismsor new communicationpat-
terns,e.g.implementinganencryptionmodule.

As wedonot wantto dependonasinglemessagingsys-
temtheAgentBustotally wrapsall specificaspectsof iBus.
Thereis afactoryfor creatingnew AgentChannelinstances
thatcanwork with any otherimplementation.

We plan to implementat leasttwo otheralternativesfor
comparison:onebasedon theCORBA NotificationChan-
nel [2] anda completelyindependentimplementationof a
messagingsystembasedon an ATM network that allows
advancedQoSapplicationslike videoconferencing.

2.2 Agent Place

An Agent Placeis definedas runtime environmentfor
agents.With runningseveralAgentPlaceson severalphys-
ical locations,agentsof oneclustercanbespreador move
over certainphysical locationse.g. PCs in the office, at
homeor even PDAs. This idea extendsthe usualunder-
standingthat the electronicprivacy domainof oneuseris
locatedon onephysicalmachineor at leastLAN.

Thefunctionalityof anAgentPlaceis quitesmall. It has
to supportotheragentsto entertheagentclusteron its local
machine.Onbehalfof theAgentCluster, it startsagentslo-
cally andprovidesthemwith thenecessaryinformationfor
thembeingableto connectto theAgentBus(theagentclus-
ter URL andusedagentbus implementation).The agents
will beloadedby aspecialclassloadereitherfrom thelocal
file systemandin caseof absenceover theagentbus.

A secondfunctionalityof anAgentPlaceis to inform the
clusteraboutthe local systemload so that automaticload
balancingcanberealized.

The Agent Placeruns in a separateprocessand sub-
scribesto a well-known channelof theagentbus. Initially,

the Agent Placeis startedby the user. After every crash
of the local system,the Agent Placeautomaticallyrestarts
andinformsits clusterwhich is thenableto re-establishthe
executionof agentson thisAgentPlace.Therearetwo pos-
sibilities to startnew agents.Theagentscanrun in separate
threads,which we call shared agent activation policy, or
separateprocesses,calledunsharedagentactivationpolicy.
An Agent Placemay be configuredby the userwith one
of the two policies. The differenceof the two approaches
is a different massof efficiency, securityand robustness.
The sharedpolicy useslessmemory, the unsharedone is
morerobustfor agentfailuresandmoresecureagainsthos-
tile agents.

2.3 Agents and Agent Roles

The CIA infrastructurealreadyprovidesa set of basic
agents[4] which supportapplicationagentsin their tasks,
i.e. they offer supportfor management,logging,securityor
persistentobjectstorage.EachAgentClusterneedsat least
thesefivebasicagents(seeFigure2):

1. The ClusterControl Agent (CCA) managesthe agent
bus. It controlsthe initialization of thewholesystem,
startingof new agents,movingof agentsor stoppingof
unneededones.After asystemfailure,it re-establishes
the agentsthat werekilled. For low-level functional-
ity it communicateswith theappropriateAgentPlaces.
Only theCCA is authorizedto to startnew agents.The
AgentPlaceonly actson behalfof it.

2. Agentscanstorethemselvesor the datathey produce
usingthe PersistentObjectSpace(POS),which is an
agentresponsiblefor storingandretrieving serialized
objects.We usea tuplespace(similar to JavaSpaces)
for this task.

3. Thereis a Message Log Agent (MLA) responsiblefor
collectingandloggingall messageson theAgentBus.
The MLA canreplayselectedmessageswhich is im-
portantin respectto delayedagentstartupor system
failures.

4. All thecommunicationbetweentheuserandhis agent
cluster takes placeby way of the User Communica-
tion Agent (UCA). This agentprovidesa convenient
interfacethatotheragentscanuseto interactwith their
user. In our prototypewe usea specialJava appletfor
implementingthe UCA. Hence,a useris ableto con-
trol or monitor his agentsremotelyby executingthe
appletfrom outsidevia a webserver. Thewebserver
mustbe locatedon the computerthe UCA is running
on. The appletusesRMI calls to communicatewith
a cluster-intern proxy which delegatesthe communi-
cation to the agents.Agentscan registercapabilities



Figure 4. Agents and Agent Roles

or methodswith theUCA, theUCA usescallbacksfor
asynchronousnotification[6].

5. TheClusterProxyAgent(CPA) representsthegateway
of the cluster. All communicationinto or out of the
clusterpassesthroughthis agent. Consequently, the
internalstructureof anAgentClustercanbehiddento
otherclusters.

Theabovelist of fivebasicagentsrepresentsthesmallest
and fundamentalenvironmentfor agentswithin an Agent
Cluster. To build moresophisticatedapplicationswe pro-
vide further supportive agentsproviding securityfacilities
(ClusterSecurityAgent, CSA) or allowing foreign mobile
agents(ClusterDocking Agent, CDA) to enterthe cluster
with certainrights.

When designingthe agentmodel, we set focus on the
autonomyand simple integration of agentsin the cluster.
Autonomyis guaranteedby runningagentswithin anAgent
Placeas describedin 2.2. Easyintegration requireseasy
communicationcapabilitiesto interact with other (espe-
cially basic)agents.Agentsoftencommunicatewith similar
agentsusingthesamechannelsandmessagesvia theAgent
Bus. Many communicationscenariosarethe samefor dif-
ferentagents.To avoid implementingsimilar scenariosfor
every new agent,we introducetheconceptof AgentRoles
(seeFigure4).

Possiblerolesare:
The ControlRoleautomaticallysubscribesto the admin

channelof the clusterandwaits for a possibletermination
requestof the CCA. Furthermore,it answersfor is-alive
events. An agentcanuseit to accessclusterinternalenvi-
romentvariables.Everypersonalagentin anAgentCluster
usesthis role.

UsingtheMobilityRoleindicatesthatanagentis poten-
tially mobile. It providesthefunctionality to packanagent
and sendit to anotherAgent Placewhereit is unpacked.
TheCCA maydo automaticloadbalancingof agentsusing

this role. Neverthelessthereareagentswhich may not be
mobile,for examplewhenthey uselocal systemresources.

The SecurityRoleprovidesa possibility to usesecurity
functionssuchasauthenticationof agentsor encryptionof
data. Agentsneedthesecapabilitiesto exchangeprivate
dataor adddigital signatures.

To build userinterfaces(UI), agentsusethe UserInter-
faceRolewhich hasan easy-to-useAPI to createdynamic
remoteinterfacesandreceive UI events.This role commu-
nicateswith theUCA.

Sinceagentsarenot persistentperdefault, they have to
implementpersistentbehavior on their own. UsingthePer-
sistencyRolethey mayusesimplemethodsto storeandre-
trievedatathroughthePOS.

Dynamicallyaddingor removing rolesshow theflexibil-
ity of this approach.For examplewe definea role called
DynamicRolewhich doesnothing else than waiting on a
specificchannelfor rolesto add,remove or replace.When
theUCA is moving (i.e. from PCto PDA), theclustercon-
trol agentcan induceall agentsdisplayingUIs to replace
theirUserInterfaceRoleto a PDA-capableone.

Sincetheframework is opento integrateany otherAgent
Roles, new agentsmay and should offer specific Agent
Rolesfor otheragentseasilycommunicatingwith them.

3 Example Agent

The following exampleshows a simplestationarydiary
agentthat is autonomouslynegotiatingappointmentswith
agentsof othersusers. They communicateusing a diary
channel. Sincewe have alreadydescribedhow to create
andusechannelsfor communicationin section2.1we here
focusonusingAgentRoles.Thefirst codefragmentshows
theinitialization of thediaryagent:

public class DiaryAgent
extends PersonalAgent

implements ActionListener,
ChannelRequestListener {

// create agent roles
private AgentRole uiRole = new UserInterfaceRole();
private AgentRole dbRole = new PersistencyRole();
private AgentChannel diaryChannel;

public void init() {

// add roles
addRole(uiRole);
addRole(dbRole);

// create and subscribe to "diary channel"
diaryChannel = ...
diaryChannel.addChannelRequestListener(this);

// create UI
uiRole.create("DiaryBean",

"cia.agent.diary.DiaryBean");



// load persistent appointements
Object[] apps =

dbRole.retrieve(new Appointment());

// init UI
uiRole.call("DiaryBean", "init", apps);

// subscribe to AWT events
uiRole.addActionListener("DiaryBean", this);

}
...
}

Theagentusestwo roles,thePersistencyRole,to access
and store the appointmentsand the UserInterfaceRoleto
managethe remoteGUI. Wheninitializing, theagentadds
the rolesandcreatesandsubscribesto thediaryChan-
nel. It thencreatesits remoteGUI usingtheuiRole. The
whole GUI is encapsulatedin a Java beanwhich is trans-
ferredandcreatedremotelyat theUCAswebinterface.All
existing appointmentsare loaded(retrieve) andadded
to theGUI by calling theremoteinit methodof thebean
(call). Moreover, theagentis subscribedto actionevents
of thebean(addActionListener).

The following methodshows the event handlerof the
agentwhenan GUI event occurs. Here, the event means
thata new appointmentis requestedby theuser:

public void actionPerformed(ActionEvent event) {
Appointment app =

(Appointment) uiRole.call("DiaryBean",
"getAppointment");

// build request from appointment
ChannelRequest request = ...
ChannelReply reply =

diaryChannel.sendRequest(request);

// if ok, store date
if (reply.getType() == ...) {

dbRole.store(app);
uiRole.call("DiaryBean",

"addAppointment",
app);

} else {
// try sth else, e.g. new date ...
...

}
}

UsingtheuiRole, theGUI is askedfor thedesiredap-
pointment.A ChannelRequest is built from it andsent
to theappropriateuser. Wheneverythingworksfinethenew
appointmentis madepersistentanddisplayedat theremote
GUI.

Finally, thediaryagentof theotheruserhasto answerto
this requestimplementingthefollowing eventhandler:

public ChannelReply
handleChannelRequest(ChannelRequest r) {

Appointment app = (Appointment) r.getData();

// check for possible appointment
if (checkAppointment(app)) {
dbRole.store(app);
uiRole.call("DiaryBean",

"addAppointment", app);
return new ChannelReply(...);

} else {
...
// reply failure

}
}

When receiving a requestfrom anotherdiary agent,
the appointmentdeliveredas requestparameterhasto be
checkedusingthecheckAppointment method.If it fits
into theuserscalender, theappointmentis stored,addedto
its GUI andapositiveacknowledgerepliedto thesender. In
thecaseof conflicta failurereply is returned.

4 Related Work

As relatedprojectswewantto mentionthemobileagent
systemsTelescript [12] and IBM Aglets [3]. Sincea de-
taileddescriptionof themarebeyondthescopeof this pa-
per, we emphasizeon thedifferencesto oursystem.

Telescript is the first implementationof a mobile agent
systemwith commercialuse.Its intentionwasto built
agentsfor searchingelectronicmarketplaces.Thelan-
guageis a self-developedinterpretedobject-oriented
script languagebeing executedby the Telescripten-
gine. Placesin Telescriptare, in our terminology,
servicesthat allow mobile agentsto dock andlocally
communicatewith them.Securityaspectsareincluded
in Telescript(AuthoritiesandPermits). For example,
an agentmay get the permissionto changedataat a
placeor doesnotgetthepermissionto travel to certain
places. Communicationbetweenagentsis madeby
events. Sinceeventsaredeliveredonly locally, Tele-
script doesnot supportstationaryagents.Thereis no
URL-likegeneralnamingconcept.Telescriptsupports
transactionsto combinea setof dependingoperations.

Aglets is a mobile agentsystemdevelopedby IBM Japan
andbasedon theJava programminglanguage.Its fo-
cusis to built network-centricsolutionsthatuseagents
to search,accessandmanagecorporatedataandother
information. The agent model supportsa globally
uniqueURL-like namingschemefor agentsandspe-
cial agentdesignpatternsto supportseveral commu-
nication modelsor traveling behaviors. They devel-
opedageneralAgentTransferProtocol(ATP)to trans-
fer objectsover the network. Agentsare running in
ATP daemonswhich may be comparedto our Agent



Places.While CIA supportsthe remotemanagement
of distributed agentsof one user (UCA), the visual
agentmanagerof Aglets allows to control all agents
of onecomputer. To ensuresecureagents,an exten-
siblelayeredsecuritymodelwith a sandbox-likeenvi-
ronmentfor agentsis introduced. On the highestse-
curity layer the usermay give specialpermissionsto
specialagents. Aglets may also be integratedin the
World WideWebon theclientor serverside.

Furtheragentsystemsare Voyager[8], Agent Tcl [1],
ARA [9] andMole [11]. They all concentrateon mobile
agents.

5 Conclusions

In thispaperwepresentthedesignof anAgentClusteras
integrative anddistributedenvironmentof personalagents.
We describehow agentsin a clustercanbebuilt, how they
communicateandwork. Thetotal framework is developed
modular and flexible by introducing an implementation-
independentAgent Bus as cluster communicationinfras-
tructureandapluggableagentmodelwith AgentRolesand
supportivebasicagents.

Like mostagentsystemswe do not emphasizeon mo-
bile agents.Sincewe do not exceptthenetwork bandwidth
beinga limiting factorfor many applicationsin futureand
sincetherearestill a lot of unsolvedproblemsconcerning
thesecurityof mobileagents,we assumestationaryagents
to expandmorethanmobileagents.In our opinion,mobile
agentsonly fit for specificapplicationscenarios.Neverthe-
less,our framework is designedto combinethesetwo ideas
in orderto offer a high-level application-independentagent
systemwheretheagentprogrammermayconcentrateonthe
application-specificbehavior.

Actually, we are working on the integration of mobile
agentsandmobileplacesanda flexible securitymodelfor
stationaryandmobile agents.We further think of extend-
ing the designof the AgentCluster, so that it may besplit
into several subclustersin which a moreefficient commu-
nicationis possible.This especiallymakessensewhenthe
numberof agentsandAgentPlacesraisesenormously. The
subclustersarepossiblylocatedondifferentnetworkswith-
outbeingpermanentlyconnected(e.g.LAN andPDA).
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