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Abstract

Since searching, sorting and filtering of information
nowadaysecomesnore and more important,the demand
for supportiveautonomousmobileandintelligentsoftwae
agentsis steadilyincreasing For fast and efficient im-
plementationof agentsthere needsto be a powerful in-
frastructue supportingcollaboration and coordination be-
tweenagents.Whiledevelopingsud a powerfuldistributed
infrastructue for personalagentsin Java, we combineall
personalagentsof oneuserwithin a socalled AgentCluster
which may be seenas an integrative ervironment. Agents
caneasilyenteror leavetheclusteror run withina common
securityervironmentsepaatedfromtheoutside Wthin the
cluster they usecommorprivate servicessut asaccesso
private data, serializationor efficient communicatiorser
vices. Thedesignof sud a clustercomposeaf a softwae
bus called Agent Bus and agentsis describedin this pa-
per. For agents,weintroducea flexible designof an agent
modelby identifyingdifferentinter-agentfunctionalitywith
specificAgentRoles.

1 Introduction

As humanknowledgeis doublingevery few decadesit
seemsdo be obviousthat peoplespentmoreandmoretime
with browsing, searchingsortingandfiltering of informa-
tion - especiallywithin the Internet. Onehopeis thatintel-
ligent andpersonalizedoftware agentshelpto solve these
problemsandmalke daily work moreefficient. Agentsare
proactie, personalizedadaptie andautonomousoftware
entitiesthatwork at requesbf their user take theinitiative
and submit intelligent proposalsfor problemsolving [7].
Hence the needof developingagentswill furtherintensify

and sincewe want to avoid the reinvention of commonly
usedfunctionality, we aredevelopinga communicatiorin-
frastructurefor personahgentdn Java calledCIA [4].

Thesystemdesignof CIA is mainly basecbnmodularity
andflexibility . CIA providesall the necessarjundamental
functionality for agentprogramminglik e distribution, dif-
ferentcommunicatiormodels,mobility, persistencesecu-
rity issuesand robustness. Thesemostly technicalissues
canbe seenasa component-basecdepositoryof low-level
functionsusefulfor agentprogramming.Whenhbuilding a
new agent,the developerdoesnot careabouttechnicalis-
suesbut simply usegheonesfrom therepositoryaccording
to his needsand concentrate®n developingthe essential,
application-specifiunctionality.

To achieve this, the CIA systemis designedn threelay-
ersasshavn in Figure 1: the agentlayer, the directory-,
broker- andtradinglayerandthe servicelayer.

All personalagentsare locatedin the agentlayer. All
personahgentf oneuserarecombinedn anAgentClus-
ter. The directory layer provides distributed white- and
yellow-pageservices. Using theseservices,agentswithin
acluster(layer 1) or applicationserviceglayer 3) areable
to locateother Agent Clustersor services.All application
servicesnot boundto a specificuserare partof the service
layer. A exemplaryroomresenationscenarias illustrated
in Figurel.

In this paperwe concentraten the designof an Agent
Cluster We proposea modularstructureand describeits
components. To illustrate the designan exemplarydiary
agentnegotiating appointmentswith diary agentsof other
usersis describedwith codefragments. At the end of the
paperwe mentionrelatedwork anddiscusghedesign.
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Figure 1. The CIA 3-Layer Model

2 Agent Cluster

All softwareagentshelongingto oneuserarecombined
in an Agent Clusterasshawn in Figure2. For thatreason,
it can be seenas privacy domainfor distributed personal
agents. Eachuserbuilds his own private clustertailored
to his specificneeds Agentscandynamicallyenteror leave
thecluster drivenby userrequesbr by oneof separateon-
trol agentgresenin eachcluster

Within a clusteragentscancommunicatevia a software
buswhich we call AgentBus. Becauseof that,agentscan
easilybe spreadover several physicalplaceswhich makes
senseespeciallyin local areanetworks (LAN) to do load
balancingor usespecialsystemresource®n specificcom-
puters.

To designagenerabgentclusterasprivatepartof acom-
municationinfrastructurefor agentswe postthe following
requirements:

1. Autonomyof agents.Agentsshouldbelooselycoupled
via theagentbus.

2. Maximumof modularity Eachencapsulateélinction-
ality is realizedasseparatagent.

3. Asyndironous communication.  Communication
shouldberobust,deadlocks shouldbe avoided.

4. Easyplugin of agents. Basicagentsare provided and
new agentscanbe easilyintegrated.

Accordingto theserequirementsye structurean Agent
Clusterin separatgarts: AgentBus, AgentPlaces Agents
andAgentRoles. Thesecomponentdlustratedin Figure3
usingUML notationaredescribedn thefollowing sections.
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Figure 2. The Agent Cluster

2.1 Agent Bus

TheCIA AgentBusis thecentral(andonly) communica-
tion mechanisnin our agentinfrastructure We have identi-
fied variousrequirement$or agentcommunicatiorthatour
AgentBusmustmeet:

1. LocationTranspaency The compositionof agentsat
one place may vary frequently Mobile agentsmay
comeor go andcertainagentamay be startedor shut-
down by their user Thusa mediatingmiddlevareis
preferableabove directaddressing.

2. Topic addressing An agentcannot know which other
agentsareinterestedn theinformationtheagentwants
to make public or which otheragentscanrespondto
its request. Thus an addressingstyle basedon topi-
cally namedcommunicatiorchannelsand not on sin-
gle agentds preferable.

3. Messae filtering. Furthermorenot all agentswant
to interpreteall messagesSo somekind of filtering
mechanisnshouldberealizeddirectly within themes-
sagingsystem.

4. Persistentmessges Mobile agentsor agentshosted
on mobile systemdike notebooksor PDAs may not
alwayshave a directconnectiorto the messagingys-
tem. Thussomekind of disconnecte@perationmode
is neededwhereimportant messagesre storedin a
persistenmannemwithin themessagingystenandare
deliveredto theagentsvheneerthey reconnect.

5. Quality-of-Service Not all messagedave the same
importanceandsuchdifferentqualitiesof serviceneed
to be implemented. Somemessageg.g. may need
highthroughputut only few reliability wherea®others
have to be deliveredwith anexactly-oncesemantic.

6. Timing Constaints Oftenaninformationhasacertain
lifetime. It is valid only after someinitial dateandnot
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longerthanits expiration date. Suchandsimilar tim-
ing constraintsshouldbe respectedy the messaging
system.

7. Secue communication Agentsoften deal with sen-
sitive information about their user (like credit card
numbersetc.). Secureand confidentialcommunica-
tion shouldbe implementeddirectly within the agent
communicatiorinfrastructure.

8. Distributedarchitecture. For reason®f scalabilityand
resilience,the messagingsystemshould work with-
out ary centralcomponentsljike messagelispatcher
or namingserviceor atleastthesecomponentshould
work redundantly

9. Portability. As we wantto usedifferentplatformsfor
our system,rangingfrom PDAs to PCsandworksta-
tions,themessagingystenmustbeplatformindepen-
dentor easilyportable.

TheAgentBusis dividedinto subchannels;alledAgent
Channelsthat provide a topic basednformationexchange
betweerclients. Agents,channelsandthewhole AgentBus
arenamedusinga URL-lik e notation.An examplemaybe:

ci a: <qos>://frank. kar gl @e: 123/ dat es/ di ar y- agent

You can specify optional QoS parametersyour name,
country and the optional personalid to identify your per
sonalAgentCluster / dat es denotegshe nameof achan-
nel for exchangingdate information. Finally di ary-
agent is the nameof a specificagentcommunicatingvia
this channel.

The primary designprincipal wasto keepusageof the
Agent Bus by agent programmersas easy as possible.
Thereforean agentsimply passeghe datait wantsto an
Agent Channel. Receptionof eventsworks via event han-
dlers. Therearefour kinds of communicatiorentitiesthat
anAgentChanneltanhandle:

e AsynchronousChannelEventghat are directedto a
channeland are seenby all consumersn this chan-
nel. Eventsdiffer from ordinary communicationin
thatthey arenot addressedtb specialrecipientsbut to
a communicationmediumwhereall participantscan
readthis event.

e In contrastasynchronousChannelMessges are ad-
dressedo a specificagenton a channeland are de-
liveredto this agentonly.

e SynchronousnulticastChannelRequestresentto a
channelwherea numberof repliersmay procesghem.
Eachreplier may returna result. All resultsare de-
liveredto therequestoasanarrayof ChannelReplies
Alternatively, the receiver may specifyto only receve
thefirstincomingrequestn orderto realizefailuretol-
eranceor be moreefficient.

e SynchronoughannelRequestMeggesare similar to
ChannelRequestbut aredirectedto a specificagent.

Any of thesemechanismsnaybeusedin parallelwithin
the samechannel. The following codeexampleillustrates
how easychannelsarecreated/joineéndeventsaresent:

/1 create new Agent BusFactory using ibus
Agent BusFactory nmyABF =
new Agent BusFactory("ibus");

/1 create new Agent URL
Agent URL myAURL = new Agent URL(
"cia://frank. kargl @e/ dat es/ di ary-agent");

/'l create new Channel
Agent Channel nmyAC = nyABF. newChannel (myAURL) ;

/] create new Event
Channel Event nyCE =
new Channel Event (" Test Message");

/1 send event
nmyAC. sendEvent (nyCE) ;

ChannelMessgesandChannelRequests/Repliesy be
usedin asimilar manner Thereceptionof eventsworksvia
eventhandlersandmaylook lik e this:

public class Sinpl eEvent Recei ver
i mpl enents Channel Event Li st ener {

public static void nain() {

/1 create Agent Channel (see above)
/'l regi ster Channel EventLi st ener
Si npl eEvent Recei ver nySER =
new Si npl eEvent Recei ver ();
nmyAC. addChannel Event Li st ener (nySER) ;



public void
handl eChannel Event (Channel Event event) {
/1 parse Channel Event

The AgentBus alsoprovidesfor eventpersistenceThe
Messagd_og Agent recordsall eventsin a channelfor a
specifiedlifetime and may retransmitthemto ary agents
thatjoin this channelat a laterpointin time. OtherQuality
of Serviceparameterdik e encryption,reliability etc. may
beencodedn theqos specificatiorof the AgentURL.

After comparingdifferentmessagingystemgb] we de-
cidedto useSoftwiredsiBus [10] asafirst platformfor im-
plementingthe Agent Bus. iBus is a very portable(100%
Java) conceptwith goodhbuilt-in capabilities.As iBus uses
a configurablestackof differentstackmodulesto defineits
functionality andasapplicationprogrammerganaddcus-
tom stackmodules,we arealsoableto integrateown fea-
tureslik e securitymechanism®r new communicatiorpat-
terns,e.g.implementinganencryptionmodule.

As we do notwantto depencbn a singlemessagingys-
temthe AgentBustotally wrapsall specificaspect®f iBus.
Thereis afactoryfor creatingnen AgentChanneinstances
thatcanwork with ary otherimplementation.

We planto implementat leasttwo otheralternatvesfor
comparison:onebasedon the CORBA Notification Chan-
nel [2] anda completelyindependenimplementatiorof a
messagingystembasedon an ATM network that allows
adwancedQoSapplicationdik e video conferencing.

2.2 Agent Place

An Agent Placeis definedas runtime ervironmentfor
agentsWith runningseveral AgentPlaceson severalphys-
ical locations,agentsof oneclustercanbe spreador move
over certainphysicallocationse.g. PCsin the office, at
homeor even PDAs. This idea extendsthe usualunder
standingthat the electronicprivacy domainof one useris
locatedon onephysicalmachineor atleastLAN.

Thefunctionalityof an AgentPlaceis quitesmall. It has
to supportotheragentgo entertheagentclusteronits local
machine . On behalfof the AgentCluster it startsagentdo-
cally andprovidesthemwith the necessarynformationfor
thembeingableto connecto theAgentBus(theagentclus-
ter URL andusedagentbus implementation).The agents
will beloadedby a speciaklassloadereitherfrom thelocal
file systemandin caseof absencevertheagentbus.

A secondunctionalityof anAgentPlaceis to inform the
clusteraboutthe local systemload so that automaticload
balancingcanberealized.

The Agent Placerunsin a separateprocessand sub-
scribesto a well-known channelof the agentbus. Initially,

the Agent Placeis startedby the user After every crash
of thelocal system the Agent Placeautomaticallyrestarts
andinformsits clusterwhichis thenableto re-establisihe
executionof agentson this AgentPlace.Therearetwo pos-
sibilitiesto startnew agentsTheagentsanrunin separate
threads,which we call shaed agent activation policy, or
separat@rocesseg;alledunshaedagentactivationpolicy.
An Agent Placemay be configuredby the userwith one
of the two policies. The differenceof the two approaches
is a different massof efficiengy, securityand robustness.
The sharedpolicy useslessmemory the unsharedneis
morerobustfor agentfailuresandmoresecureagainstos-
tile agents.

2.3 Agentsand Agent Roles

The CIA infrastructurealreadyprovides a set of basic
agents[4] which supportapplicationagentsin their tasks,
i.e. they offer supportfor managementpgging, securityor
persistenbbjectstorage EachAgentClusterneedsat least
thesefive basicagentqseeFigure?2):

1. The Cluster Contmol Agent (CCA) manageghe agent
bus. It controlstheinitialization of the whole system,
startingof new agentsmaving of agentsor stoppingof
unneedednes.After asystenfailure,it re-establishes
the agentsthatwerekilled. For low-level functional-
ity it communicatewvith theappropriatédgentPlaces.
Only the CCAis authorizedo to startnew agentsThe
AgentPlaceonly actson behalfof it.

2. Agentscanstorethemselesor the datathey produce
usingthe PersistentObject Space(POS),which is an
agentresponsibldor storingandretrieving serialized
objects. We usea tuple space(similar to JavaSpaces)
for this task.

3. Thereis a Messae Log Agent(MLA) responsibldor
collectingandloggingall messageenthe AgentBus.
The MLA canreplayselectednessagesvhich is im-
portantin respectto delayedagentstartupor system
failures.

4. All thecommunicatiorbetweerthe userandhis agent
clustertakes place by way of the User Communica-
tion Agent (UCA). This agentprovidesa corvenient
interfacethatotheragentscanuseto interactwith their
user In our prototypewe usea specialJava appletfor
implementingthe UCA. Hence,a useris ableto con-
trol or monitor his agentsremotely by executingthe
appletfrom outsidevia a web sener. The web sener
mustbe locatedon the computerthe UCA is running
on. The appletusesRMI callsto communicatewith
a clusterintern proxy which delggatesthe communi-
cationto the agents. Agentscan register capabilities



Figure 4. Agents and Agent Roles

or methodswith the UCA, the UCA usescallbacksfor
asynchronousotification[6].

5. TheClusterProxyAgent(CPA) representthegatavay
of the cluster All communicationinto or out of the
clusterpasseghroughthis agent. Consequentlythe
internalstructureof an AgentClustercanbe hiddento
otherclusters.

Theabovelist of five basicagentsepresentthesmallest
and fundamentalervironmentfor agentswithin an Agent
Cluster To build more sophisticatedapplicationswe pro-
vide further supportize agentsproviding securityfacilities
(Cluster SecurityAgent, CSA) or allowing foreign mobile
agents(Cluster Docking Agent, CDA) to enterthe cluster
with certainrights.

When designingthe agentmodel, we setfocus on the
autonomyand simple integration of agentsin the cluster
Autonomyis guaranteetby runningagentswithin anAgent
Placeasdescribedin 2.2. Easyintegration requireseasy
communicationcapabilitiesto interact with other (espe-
cially basic)agents Agentsoftencommunicatevith similar
agentausingthesamechannelandmessagesia the Agent
Bus. Many communicatiorscenariosarethe samefor dif-
ferentagents.To avoid implementingsimilar scenariogor
every new agent,we introducethe conceptof AgentRoles
(seeFigure4).

Possiblerolesare:

The ContmolRole automaticallysubscribego the admin
channelof the clusterand waits for a possibletermination
requestof the CCA. Furthermore,it answersfor is-alive
events. An agentcanuseit to acces<lusterinternalervi-
romentvariables Every personabhgentin an AgentCluster
useghisrole.

Usingthe MobilityRoleindicatesthatan agentis poten-
tially mobile. It providesthefunctionalityto packanagent
and sendit to anotherAgent Placewhereit is unpacled.
The CCA maydo automatidoad balancingof agentausing

this role. Neverthelesghereare agentswhich may not be
mobile,for examplewhenthey uselocal systenresources.

The SecurityRoleprovides a possibility to use security
functionssuchasauthenticatiorof agentsor encryptionof
data. Agentsneedthesecapabilitiesto exchangeprivate
dataor adddigital signatures.

To build userinterfaces(Ul), agentsusethe Userinter
faceRolewhich hasan easy-to-usé\PI to createdynamic
remoteinterfacesandreceve Ul events. This role commu-
nicateswith the UCA.

Sinceagentsare not persistenper default, they have to
implementpersistenbehaior on their own. Usingthe Per-
sistencyRol¢hey may usesimple methodgso storeandre-
trieve datathroughthe POS.

Dynamicallyaddingor removing rolesshow theflexibil-
ity of this approach.For examplewe definea role called
DynamicRolewhich doesnothing else than waiting on a
specificchannelfor rolesto add,remove or replace.When
the UCA is moving (i.e. from PCto PDA), theclustercon-
trol agentcaninduceall agentsdisplayingUIs to replace
their UserinterfaceRol¢o a PDA-capableone.

Sincetheframeworkis opento integrateary otherAgent
Roles, new agentsmay and should offer specific Agent
Rolesfor otheragentsasilycommunicatingvith them.

3 Example Agent

The following exampleshaws a simple stationarydiary
agentthat is autonomouslynegotiating appointmentswvith
agentsof othersusers. They communicateusing a diary
channel Sincewe have alreadydescribedhow to create
andusechanneldor communicatiorin section2.1we here
focuson usingAgentRoles. Thefirst codefragmentshavs
theinitialization of thediary agent:

public class DiaryAgent
ext ends Per sonal Agent
i npl enents ActionListener,
Channel Request Li st ener {

/1 create agent roles

private AgentRol e ui Role = new UserlnterfaceRol e();
private Agent Rol e dbRol e = new Persi stencyRol e();
private Agent Channel diaryChannel;

public void init() {

/1 add roles
addRol e(ui Rol e) ;
addRol e(dbRol e) ;

/1 create and subscribe to "diary channel"
di aryChannel = ...
di aryChannel . addChannel Request Li st ener (this);

/] create Ul
ui Rol e. creat e("Di aryBean",
"ci a.agent.diary. Di aryBean");



/1 1oad persistent appointenents
oj ect[] apps =
dbRol e. retri eve(new Appoi ntnent());

/1 init U
ui Rol e.cal |l ("Di aryBean", "init", apps);

/'l subscribe to AWI events
ui Rol e. addAct i onLi st ener ("D aryBean", this);

The agentusestwo roles,the PersistengRole,to access
and store the appointmentsand the UserinterbceRoleto
managehe remoteGUI. Wheninitializing, the agentadds
the roles and createsand subscribego the di ar yChan-
nel . It thencreatests remoteGUI usingtheui Rol e. The
whole GUI is encapsulateth a Java beanwhich is trans-
ferredandcreatedemotelyatthe UCAswebinterface.All
existing appointmentsare loaded(r et r i eve) andadded
to the GUI by calling theremotei ni t methodof thebean
(cal 1'). Moreover, theagentis subscribedo actionevents
of thebean(addAct i onLi st ener).

The following methodshows the event handlerof the
agentwhenan GUI event occurs. Here, the event means
thata new appointments requestedby theuser:

public void actionPerfornmed(Acti onEvent event) {
Appoi ntment app =
(Appoi ntnent) ui Role.call ("D aryBean",
"get Appoi ntnent");

/1 build request from appointnment
Channel Request request = ...
Channel Reply reply =

di aryChannel . sendRequest (request) ;

/1 if ok, store date
if (reply.getType() == ...) {
dbRol e. st ore(app);
ui Rol e. cal | ("Di aryBean",
"addAppoi nt nent ",

app) ;
} else {
// try sth else, e.g. new date ...

Usingtheui Rol e, the GUI is asledfor the desiredap-
pointment.A Channel Request is built from it andsent
totheappropriataiser Wheneverythingworksfinethenew
appointments madepersistenanddisplayedat the remote
GUI.

Finally, thediary agentof the otheruserhasto answertto
thisrequesimplementingthe following eventhandler:

publ i ¢ Channel Reply
handl eChannel Request ( Channel Request r) {

Appoi ntnent app = (Appointment) r.getData();

/'l check for possible appointnment
i f (checkAppoi nt ment (app)) {
dbRol e. st ore(app);
ui Rol e. cal | ("Di aryBean",
"addAppoi ntnent", app);
return new Channel Reply(...);
} else {

Il reply failure

When receving a requestfrom anotherdiary agent,
the appointmentdelivered as requestparametehasto be
checledusingthecheckAppoi nt nent method.If it fits
into the userscalenderthe appointments stored,addedto
its GUI anda positive acknavledgerepliedto thesenderin
the caseof conflictafailurereplyis returned.

4 Reated Work

As relatedprojectswe wantto mentionthe mobileagent
systemsTelescript [12] andIBM Aglets[3]. Sincea de-
tailed descriptionof themare beyond the scopeof this pa-
per, we emphasizen the differencego our system.

Telescript is the first implementationof a mobile agent
systemwith commercialuse.lts intentionwasto built
agentdor searchingelectronicmarketplacesThe lan-
guageis a self-developedinterpretedobject-oriented
script languagebeing executedby the Telescripten-
gine. Placesin Telescriptare, in our terminology
servicesthat allow mobile agentsto dock andlocally
communicatevith them.Securityaspectareincluded
in Telescript(Authoritiesand Permits). For example,
an agentmay get the permissionto changedataat a
placeor doesnotgetthepermissiorto travel to certain
places. Communicationbetweenagentsis made by
events. Sinceeventsare deliveredonly locally, Tele-
scriptdoesnot supportstationaryagents. Thereis no
URL-like generahamingconcept.Telescriptsupports
transactionso combinea setof dependingperations.

Adglets is a mobile agentsystemdevelopedby IBM Japan
andbasedon the Java programminganguage.Its fo-
cusis to built network-centricsolutionsthatuseagents
to searchacces@andmanagecorporatedataandother
information. The agentmodel supportsa globally
uniqgue URL-like namingschemefor agentsand spe-
cial agentdesignpatternsto supportseveral commu-
nication modelsor traveling behaiors. They devel-
opedageneralAgentTransferProtocol(ATP)to trans-
fer objectsover the network. Agentsare runningin
ATP daemonswhich may be comparedo our Agent



Places. While CIA supportsthe remotemanagement
of distributed agentsof one user (UCA), the visual
agentmanagerof Aglets allows to control all agents
of onecomputer To ensuresecureagents,an exten-
siblelayeredsecuritymodelwith a sandbox-like ervi-
ronmentfor agentsis introduced. On the highestse-
curity layer the usermay give specialpermissiongo
specialagents. Aglets may also be integratedin the
World Wide Webontheclientor senerside.

Furtheragentsystemsare Voyager[8], Agent Tcl [1],
ARA [9] andMole [11]. They all concentrateon mobile
agents.

5 Conclusions

In thispapemwe presenthedesignof anAgentClusteras
integrative anddistributed ervironmentof personabgents.
We describehow agentsn a clustercanbe built, how they
communicateandwork. Thetotal framework is developed
modular and flexible by introducing an implementation-
independeniAgent Bus as cluster communicationinfras-
tructureanda pluggableagentmodelwith AgentRolesand
supportve basicagents.

Like mostagentsystemswe do not emphasizeon mo-
bile agents.Sincewe do not exceptthe network bandwidth
beinga limiting factorfor mary applicationsin future and
sincetherearestill alot of unsohed problemsconcerning
the securityof mobile agentswe assumestationaryagents
to expandmorethanmobile agents.In our opinion, mobile
agentonly fit for specificapplicationscenariosNeverthe-
less,our framework is designedo combinethesetwo ideas
in orderto offer a high-level application-independertgent
systemwheretheagenfprogrammemayconcentratenthe
application-specifibehaior.

Actually, we are working on the integration of mobile
agentsand mobile placesanda flexible securitymodelfor
stationaryand mobile agents. We further think of extend-
ing the designof the Agent Cluster sothatit may be split
into several subclustersn which a more efficient commu-
nicationis possible.This especiallymakessensevhenthe
numberof agentsaandAgentPlacesaisesenormously The
subclusterarepossiblylocatedon differentnetworkswith-
outbeingpermanentiiconnectede.g.LAN andPDA).
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